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' Project Objective

—volve

Grow
Mature

/ ASB



Project Phases

 Threat Profiling and Detection

 Behaviour Profiling and Base lining




Case Studies

» TJ Max and Marshalls Breach — 2007
» Carbanak — 2012 - ?

 Shell Shock — 2014

* Heartbleed — 2014

» Sony Entertainment Breach — 2014

» JP Morgan and Chase Breach — 2014
* Apple Icloud Breach - 2014
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Carbanak

« Losses from Carbanak per bank range from $2.5 million to
approximately $10 million

* Up to 100 financial institutions have been hit. Total financial
losses could be as a high as $1bn.

« Each bank robbery took 2-4 months, from infecting the first
computer to cashing the money out
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How the Carbanak cybergang stole $1bn
A targeted attack on a bank

1. Infection 2. Harvesting Intelligence 3. Mimicking the staff
Intercepting the clerks’ screens How the money was stolen

Carbanak
backdoor sent
as an attachment

Online-banking

Money was transferred
to fraudsters’ accounts

E-payment systems

The extra funds were pocketed
via a fraudulent transaction
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' SIEM Architecture
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SIEM — Use of Global Threat Intelligence (GTI)

» Cloud based threat intelligence tool
» Gathers data from millions of sensors worldwide

* Allows real time decision making based on preset rules
— File Reputation
— Web Reputation
— Message Reputation
— Network Connection Reputation
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SIEM - Use of IP Blacklists

# FRARARABARARARAABIRAABRORAB IR ABERR BRI FRARRARERAREIHRRT P 7
# abuse.ch ZeuS IP blocklist "BadIPs" (excluding hijacked sites and free hosting providers) #
#

# For questions please refer to https://zeustracker.abuse.ch/blocklist.php
BRRREBERRBRORAGRIRBBGERBBRERRGBEARBBORIBBIRRBGEARBRERRGBBRRBEEABERORBBEIRBROARBHORBIRIABIHH

* Third party blacklists of i,
known malicious activity

* Open source databases i
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Current System

 Default Summary

* GTI Inbound and Outbound
* Inbound Exe

* Inbound Office
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Current System — Default Summa
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Current System — Inbound Exe.

 Detects and record all inbound executable files.
— SEM looks into header of file to determine type.
— Done by looking at the unique “signature ID”
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Subsystem Creation

Supporting Supporting Supporting

Main

Main

Main

Main

Supporting Supporting Supporting




Critical Authentication Issues

Subsystem Cretion —Version 1.0
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Subsystem Creation — Malicious File
Subsystem

Inbound Executable Content Inbound MS Office

From IP Blacklists

= Events
Bound to Fr

Last Time

Advanced Details | Geolocation | Description Custom Types | Packet
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Key Challenges

« Familiarity with and size of Dataset
* Missing Dataset

» Access Privelages
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Timeline — Events prior to mid-year

‘ Complete ‘ Current ‘ Future

Research on ASB’s current Research on behaviour Selection of behaviour
implementation of the SIEM profiling and base lining profiling scheme
platform methodoligies

Implementation of scheme in
Case studies onrelated Literature survey of problem ASB Enterprise
security breaches statement. Analysis of peer

reviewed publications
Testing and evaluation of
Research on current threats implemented scheme
and mitigation techniques

Creation of customized
subsystemand completion
of first milestone
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